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Campus Safety Grant Program 2024

Ohio Department of Public Safety (ODPS) and Chancellor of Higher Education

Notice of Funding Opportunity

Campus Safety Grant Program (H.B. 2)

Application

The grant criteria and eligible entities are outlined in H.B. 2, which supports improvements for
state institutions of higher education for “the overall physical security and safety of their
buildings on public campuses throughout Ohio.”

This information is voluntarily submitted to a public office in expectation of protection from
disclosure as provided by section 149.433 of the Ohio Revised Code.

Mission Statement:

An Institution of Opportunity: YSU inspires individuals, enhances futures, and enriches lives.
As a student-centered university, Youngstown State University’s mission is to provide
innovative lifelong learning opportunities that will inspire individuals, enhance futures and
enrich lives. YSU inspires individuals by cultivating a curiosity for life-long learning;
enhances the futures of our students by empowering them to discover, disseminate and apply
their knowledge; and enriches the region by fostering collaboration and the advancement of
civic, scientific, and technological development. YSU’s culture of enrichment flourishes in our
diverse, accessible, and quality education.

1- Identify and substantiate any prior instances of violence, vandalism, or attacks at the
campus.
On a facility level, the University has experience theft from campus buildings. This includes state
property, student/staff property.
2- Provide information for the following questions:
- Is there student housing on the campus for which you are requesting funding?
No. Funding is being requested for additional CCTV.
- How many students reside on campus?
Approx. 2,000 students reside on campus.
- Identify how the requested funds will increase safety for students housed on campus (if
applicable).
N/A
3- Describe how the grant will be used to integrate the campus’s organizational
preparedness into broader state and local preparedness.

SEE ATTACHED DOCUMENT

Page 8 of 11



Campus Safety Grant Program 2024

4- Submit the Vulnerability Assessment (attached) completed by experienced security, law
enforcement, or military personnel.

SEE ATTACHED DOCUMENT

5- Describe how the grant will be used to address the items identified in the vulnerability
assessment.

SEE ATTACHED DOCUMENT

6- Describe any past experience with grant money:

YSU was awarded $62,968.00 for the HB687 safety grant.

7- Who will manage this project:

Will Rogner; Campus Safety Officer

8- Provide costs on the items requested (based on the Vulnerability Assessment):

SEE BELOW
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Item Item AEL Number Cost
# (from
Allowable

List)
1 (13) Bosch CCTV Cameras/Hardware/Licenses 04MD-01-VCAM $31,630.00
2 (13) Installation of Bosch CCTV Cameras 21GN-00-INST $30,000.00
3 (1) Bosch DIVAR/DIP Disk Array 14CI-00-COOP $22,000.00
4 (4) LCD Displays to view CCTV 04MD-03-DISP $4,000.00
5 (2) Bosch Video Jet Decoders for remote viewing 04MD-01-VCAM $4,000.00
6 (10) Motorola Portable Radio Batteries 06CP-01-PORT $1,300.00

TOTAL | $92,930.00

9- Milestones: provide start and completion dates for key activities leading to completion of the
project: (expand table, as needed)

Describe type of Activity

Start
Date

End
Date

Anticipated Award Date

Anticipated Date for Contract Completion

Work Completed

10- Investment Justification Narrative: Investment Justification Narrative (1J):

Each applicant will be asked to develop a formal investment justification narrative that
addresses each investment proposed for funding. Security enhancements must be for the
locations that the school occupies at the time of the application. The projects described in the
1J must:

Identify and substantiate any prior instances of violence, vandalism, or attacks at the campus.
Provide a description of how the grant will be used to integrate organizational preparedness with

broader state and local preparedness efforts.

Submit a vulnerability assessment conducted by experienced security, law enforcement, or

military personnel.

Describe how the grant will be used to address the vulnerabilities identified in the assessment

(for each building requesting funding).
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= Describe experience with managing grant funds and credentials of the individual tasked to
manage this grant.

= Provide a timeline or estimation of dates for the purchase of these eligible security
improvements.

11- Application Documents: Include the following documents in your submission: cover page,
application, and vulnerability assessment.

12- Signature: The undersigned represents and warrants that he/she/they has the authority to sign
on behalf of his/her/their organization. The undersigned represents and warrants that the
information provided by his/her/their organization in this application is true and accurate to
the best of his/her/their knowledge. If the undersigned discovers that false, incorrect, or
inaccurate information was submitted to the Grantor, the undersigned will immediately
contact the Grantor to inform the Grantor of the false, incorrect or inaccurate information.

Digitally signed by
Angela Angela Cameron

Angela Cameron  cameron i Associate Director
Printed Name Signature Title

11.26.2024

Date
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3.) Describe how the grant will be used to integrate the campus’s organizational
preparedness into broader state and local preparedness.

A grant for CCTV can significantly enhance the campus's organizational preparedness and
integrate it into broader state and local preparedness efforts in several ways:
Enhanced Surveillance and Monitoring
¢ Real-Time Monitoring: CCTV systems provide real-time surveillance, allowing campus
security to monitor activities and respond promptly to incidents. This capability can be
shared with local law enforcement during emergencies, ensuring a coordinated
response.
¢ Incident Documentation: Recorded footage can be used to investigate incidents,
providing valuable evidence for both campus and local authorities.
Improved Communication and Coordination
o Integrated Systems: CCTV systems can be integrated with local law enforcement's
monitoring systems, enabling seamless communication and coordination during
emergencies. This integration ensures that both campus and local authorities have
access to the same information, facilitating a unified response.
o Emergency Alerts: CCTV can be linked to emergency alert systems, automatically
notifying local authorities of potential threats or incidents on campus.
Training and Preparedness
¢ Joint Training Exercises: The presence of CCTV allows for joint training exercises
between campus security and local law enforcement. These exercises can simulate
various scenarios, improving the preparedness and response strategies of both entities.
e Shared Resources: The grant can fund training programs that teach campus security and
local law enforcement how to effectively use the CCTV system, ensuring everyone is
familiar with the technology and its capabilities.
Crime Prevention and Community Safety
¢ Deterrence: Visible CCTV cameras act as a deterrent to criminal activities, enhancing the
overall safety of the campus and surrounding community.
¢ Community Engagement: By involving local law enforcement in the planning and
implementation of the CCTV system, the campus can foster stronger relationships with
state and local agencies, promoting a collaborative approach to safety and security.
Compliance and Standards
¢ Adherence to Standards: The grant can ensure that the CCTV system meets state and
local standards for security and privacy, aligning the campus's preparedness efforts with
broader regulatory requirements.
¢ Vulnerability Assessments: Conducting regular vulnerability assessments with the help
of local law enforcement can identify potential security gaps and ensure the CCTV
system remains effective and up-to-date.



5.) Describe how the grant will be used to address the items identified in the vulnerability
assessment.

Physical Security

Unauthorized Access: The grant can fund advanced access control systems integrated
with CCTV to monitor and restrict entry to sensitive areas like the data center and
financial offices. This includes installing cameras at all entry points and critical areas.
Theft and Vandalism: High-resolution cameras can be placed in IT services and data
center areas to deter theft and vandalism. These cameras can provide clear footage for
identifying perpetrators.

Cybersecurity

Data Breaches: While CCTV primarily addresses physical security, the grant can also
support the integration of surveillance systems with cybersecurity measures. For
example, monitoring access to server rooms and ensuring that only authorized
personnel can enter.

Phishing and Social Engineering: Training programs funded by the grant can educate
staff on recognizing and responding to phishing attempts, complemented by surveillance
to monitor for suspicious activities.

Environmental Risks

Natural Disasters: CCTV systems can be part of a broader disaster preparedness plan,
providing real-time monitoring during natural disasters to ensure the safety of occupants
and the security of the building.

Fire Hazards: Cameras can be installed to monitor for fire hazards and ensure that fire
exits and equipment are accessible and unobstructed.

Operational Challenges

System Downtime: The grant can fund redundant power supplies and backup systems
for CCTV to ensure continuous operation during power outages, minimizing downtime.
Maintenance Issues: Regular maintenance of CCTV systems can be scheduled and
funded through the grant, ensuring all equipment remains functional and effective.
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Vulnerability Assessment — H.B. No. 2

Name of individual conducting assessment: Rogner, Will

Title of person conducting assessment: Campus Safety Officer

Experienced Security/Law Enforcement/Military: Law Enforcement

Answer each question below. (Responses to questions that are partially ‘yes’ or partially
‘no’ should be considered as ‘no.’)

FACILITY INFORMATION

1. Inwhich city is the facility located?
Youngstown
2. What is the maximum facility population at any one time?

250

3. Does this asset have a significant symbolic and/or psychological impact?
v Symbolic
1 Psychological

FACILITY THREATS AND HAZARDS

1. Has the facility been free of vandalism within the past five (5) years?

"1 No
a. Describe:
Vv'Yes
2. Has the facility been free of any threats within the past five (5) years?
1 No
a. Describe:
v Yes

FACILITY OPERATIONS

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #3, #4, #67,
#68, #77, #78, #79 and #84. Any additional items must be justified within the application.

1. Are events from external sources prohibited? (i.e., community events, recreational
activities, meetings, private gatherings such as weddings and family reunions)
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~ No
[0 Yes

2. Does the facility assign personnel to monitor activities (i.e., beginning/end of business
day, passing periods, and after-hours events)?
1 No

wYes

POLICY AND PROCEDURE MANUALS

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #75, #76
and #79. Any additional items must be justified within the application.

1. Does the facility have a written Emergency Operation/ Emergency Action Plan?
] No
v Yes
2. Does the facility have a written security policy?
'} No
v Yes
3. Is the security policy regularly reviewed and updated?
] No
v Yes
4. Are safety drills conducted?
] No
¥ Yes
5. Does the facility hold active aggressor training?
'} No
v Yes
6. Does the facility have a system / procedures in place for lockdowns?
] No
v Yes

7. Are staff (and, if applicable, security personnel) adequately trained on how to activate the
lockdown system?
7 No

¥ Yes
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BAG CHECK POLICY

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: : #3, #66,
#68 #76, #77, #78 and #79. Any additional items must be justified within the application.

1. Is awritten bag policy in place?
~ No

1 Yes
2. Does the facility have policies for conducting searches for weapons, drugs, and other

contraband?
~ No
O Yes

FIRST RESPONDERS

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #75, #79 and

#83. Any additional items must be justified within the application.

1. Have local first responders toured the facility?
7 No

¥ Yes
2. Is there a method for emergency responders to gain access to the facility after business

hours?
1 No

v Yes

INFORMATION SHARING

1. Does the facility exchange security and threat information with external agencies?
7 No

~ Yes
2. Have floor plans and site plans been provided to first responders?

1 No

v Yes

MASS NOTIFICATION SYSTEM / EMERGENCY COMMUNICATIONS

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #2, #29, #30,
#32, #46, #61, #69, #76, #77, #78, and #79. Any additional items must be justified within the

application.
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10.

11.

12.

Is a functioning public address system in place that allows the office (or central location) to
communicate to the whole facility?
7 No
¥ Yes
Is the staff trained to use the Public Address (PA) and or duress system?
1 No
¥ Yes
Is there a public address system that can be heard outside the building?
1 No
¥ Yes
Are all rooms able to communicate with the command center, front office, first responders,
etc.?
¥ No
1 Yes
Does the phone system allow a 911 call to be placed without entering a passcode or dialing
for an outside line (E911 system)?
1 No
Y Yes
Are the facility's telephones pre-programmed with emergency contact numbers?
1 No
v Yes
Is a “duress” system or panic button available in the office that alerts law enforcement?
7 No
v Yes
Does the “duress” system or panic buttons alert security personnel in the security control
room?
1 No
¥ Yes
Is the “duress” system or panic button available in every room that may have people present?
~ No
1 Yes
Is the “duress” system or panic button able to generate a camera stream with computer pop-
up messages so responding personnel can see a live view of the activation area?
¥ No
1 Yes
Are hand-held 2-way radios/MARCS Radios used?
1 No
v Yes
Are there intrusion alarms (door alarms, window bugs, glass break sensors) on the building?
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0 No
~ Yes

13. Does the “duress” system or panic button work properly and is it tested and serviced on a
regular basis?

1 No
~ Yes

SECURITY FORCE / DEPARTMENT

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #75, #79 and
#84. Any additional items must be justified within the application.

1.

Does the facility have a security manager or security department?
1 No

v Yes

Is there security staff or law enforcement on duty during business hours? Nonbusiness
hours?

7 No

¥ Yes

Is there a security force?

1 No

v Yes

Does the facility’s security force have static posts?

¥ No
0 Yes

Does the facility’s security force have roving patrols?

1 No

¥ Yes

Does the security force receive training?

1 No

¥ Yes

Does the protective force have standard operating procedure manuals?
1 No

¥ Yes

Does the protective force provide security escorts for visitors/employees?
1 No

v Yes

Are security force personnel licensed or sworn?

1 No

¥ Yes
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10. Are yearly background checks conducted on licensed contract private security?
] No

¥ Yes

11. Do roving patrols report suspicious items and activity?
7 No

¥ Yes

ACCESS CONTROL

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #3, #4, #14,
#56, #58, #62, #63, #64, #65, #67, #76, #77, #78, #79, and #80. Any additional items must be
justified within the application.

1. s there controlled access into the building?
1 No
™ Yes
2. Are any exterior doors secured with electronic access control devices?
¥ No
7 Yes
3. Is there a doorbell or other entry notification device located at the main entrance?
¥ No
] Yes

4. s there a secure vestibule that separates the main entry from full building access?
1 No
¥ Yes
5. Are access badges or FOBS issued?
7 No
¥ Yes
6. Are multiple access levels in place based on need?
1 No
~ Yes
7. Does a system exist for removing terminated employees from a database?
1 No
¥ Yes
8. Is the access control database regularly reviewed for accuracy?
7 No
~ Yes
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9. Are access activity reports reviewed regularly?
1 No
v Yes
10. Are after-hours access to the facility limited/monitored?
1 No
v Yes
11. Do room doors have a door lock or door barricade device that can be locked?
1 No
v Yes
12. Is there a backup power supply source for the access control systems?
1 No
~ Yes

SECURITY CONTROL ROOM

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #8, #9, #10,
#11, #12, #13, #26, #63, #64, #65, #66, #76, #77, #78 and #79. Any additional items must be
justified within the application.

1. Isthere a designated security control room and console in place to monitor security, fire
alarm, and other building systems?
1 No
™ Yes
2. s the location of the security room in a secure area with controlled and restricted access?
1 No
™ Yes
3. s the security control room staffed continuously?
1 No
¥ Yes
4. Are the security control room's access doors continuously locked to prevent unauthorized
entry?
1 No
v Yes
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VIDEO SURVEILLANCE

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #1, #8, #9,
#10, #11, #12, #13, #66, #76, #77, #78 and #79. Any additional items must be justified within
the application.

1. Isthere a video surveillance system in use?
1 No
v Yes
2. s the system expandable?
1 No
¥ Yes
3. Are camera images recorded?
7 No
¥ Yes
4. Can the video system’s storage capacity hold 30 days of video?
7 No
¥ Yes
5. Are the cameras actively monitored?
1 No
¥ Yes
6. Is the surveillance system networked and capable of remote monitoring by authorized
personnel and first responders?
1 No
v Yes
7. Can the system export historical video for forensic review?
1 No
~ Yes
8. Are the critical components of the system (recording devices, power supplies, etc.) in a
secured location?
1 No
¥ Yes
9. Have staff members been adequately trained on using the system?
1 No
¥ Yes
10. Is there video coverage for all exterior doors?
1 No
v Yes
11. Is there video coverage of the full building exterior?
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12.

13.

14.

15.

16.

17.

18.

19.

1 No
v Yes
Are security cameras in the vestibule?
v1 No
1 Yes
Is there video coverage for all common areas?
1 No
v Yes
Is there video coverage of restroom entries and stairwells?
1 No
~ Yes
Is there video coverage of all halls and cross halls?
v No
1 Yes
Is there video coverage of high liability risk areas?
1 No
~ Yes
Is the facility's camera system regularly inspected and maintained?
7 No
¥ Yes
Do the cameras have pan/tilt/zoom or panoramic capabilities?
1 No
¥ Yes
Is there emergency backup power for cameras?
] No
¥ Yes

PERIMETER

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #3, #58, #60,
#66, #67, #76, #77, #78 and #80. Any additional items must be justified within the
application.

1. Is the property line free of debris?

1 No
v Yes

2. Is the landscaping trimmed to allow direct line of sight in and out of the building?

1 No
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Vv Yes
3. Is there a perimeter fence or other type of barrier in place around the entire site?
¥ No
) Yes
4. Are there weak areas or breaches in the fence or barrier?
¥ No
7 Yes
5. Are there openings in the fence or barrier controlled by gates?
¥ No
1 Yes
6. Are the gates locked?
¥ No
o Yes
7. Are there bollards or other barriers protecting the building face from vehicular intrusion?
'] No
¢ Yes

FACILITY LIGHTING

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #60, #76, #77
and #78. Any additional items must be justified within the application.

1. Isthe lighting adequate, from a security perspective, for roadway access and parking areas?
7 No
v Yes
2. Are pathways around the site illuminated to assist with movement and safety?
] No
¥ Yes
3. Is there adequate lighting around the exterior of the facility?
7 No
™ Yes
4. s there adequate lighting at exterior doors?
7 No
¥ Yes

PARKING / PARKING LOTS

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #26, #45,

10
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#64, #67, #68, #76, #77, #78, #79, #80 and #84. Any additional items must be justified within
the application.

1. Isthe parking lot patrolled?
1 No
¥ Yes
2. Are radios or other communication devices available for use by those on patrol?
1 No
¥ Yes
3. Are vehicles that frequent the facility (employees, volunteers, etc.) identified by decals, hang
tags?
1 No
¥ Yes
4. Are vehicles parked at the building screened, monitored, and/or inspected?
¥ No
) Yes
5. Does the facility have a policy to address vehicles parked for an extended period or
suspicious vehicles (e.g., reporting to security, local law enforcement, and tow company)?
"] No
¥ Yes
6. Are high-speed avenues of approach restricted?
7 No
™ Yes

BUILDING ENVELOPE (DOORS, WINDOWS, ROOF)

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #55, #56,
#58, #62, #65, #67, #76, #77, #78 and #79. Any additional items must be justified within the
application.

1. Do all exterior doors have working locks?
] No
v Yes

2. Are all exterior doors locked during business hours?
v

11
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1 No
T Yes
3. Are all exterior doors identified by signage or other markings?
] No
¥ Yes
4. Are all exterior windows numbered?
v No
"l Yes
5. Are windows in exterior doors and sidelights outfitted with safety film?
~ No
T Yes
6. Does the location of the main entrance allow for staff or volunteers to visually monitor its
use?
~ No
T Yes
7. Is the main entrance pathway in direct line of sight of staff or volunteers?
~ No
1 Yes
8. Do room doors have a window so administration can see in, if applicable (schools, child care,
etc.?)
~ No
T Yes
9. Are openings or portals on the roof secured to deny entry?
'] No
v Yes

VISITOR CONTROL

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #3, #4, #5,
#6, #7, #14, #63, #68, #76, #77, #78 and #79. Any additional items must be justified within
the application.

1. Is a (paper and pen) sign-in system in place that collects the name, address and reason for
visiting and is monitored by staff and/or volunteers?
v No
1 Yes

12
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N

Do all visitors present a proof of identification?
¥ No
1 Yes
Are all visitors handled in a consistent manner?
1 No
v Yes
Are visitors issued a self-adhesive visitor pass, uniquely designed for the facility with a
highly visible (from 3°-4” away) “DATE VALID?”
v No
1 Yes
Is a computer-based sign-in system in place that collects the name, address and reason for
visiting and is monitored by staff and/or volunteers?
1 No
v Yes
Does the sign-in system check visitors’ names against the National Sex Offenders Registry?
¥ No
7 Yes
Are visitors required to be escorted at all times?
¥ No
1 Yes
Avre visitors/customers prevented from accessing unauthorized areas?
1 No
Vv Yes
Does staff challenge or offer to assist people not wearing a visitor's pass or identification
credentials?
¥ No
7 Yes

10. Are all visitors required to sign out after their visit is complete?

¥ No
7 Yes

11. Are visitor passes collected from visitors when they leave the building?

v No
(1 Yes

12. Do contractors working the facility have restricted access?

1 No
v Yes

13
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TECHNOLOGY

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #16, #17,
#18, #19, #20, #21, #22, #23, #24, #25, #76, #77, #78 and #79. Any additional items must be
justified within the application.

1. Is up-to-date anti-virus software loaded on all devices that connect to the server?
1 No
Vv Yes
2. Are individual firewalls loaded on all devices that connect to the server?
1 No
v Yes
3. Isanetwork firewall in place?
7 No
¥ Yes
4. Has staff been trained on the proper use of cyber security and equipment?
7 No
v Yes
5. Is an uninterrupted power supply (UPS) unit connected to crucial network equipment?
1 No
™ Yes
6. Is encryption software used for sending/receiving sensitive materials?
1 No
™ Yes

KEY CONTROL PROCEDURES

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #62, #77,
#78, #79 and #82. Any additional items must be justified within the application.

1. Isthere a key control/management system? (i.e., inventory, securing spare keys)
1 No
v Yes

2. Are all locks in good working order?
1 No

14
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v Yes
3. Are key audits conducted regularly?
¥ No
1 Yes
4. Are master keys restricted to certain personnel?
7 No
v Yes
5. s there a system in place for retrieving keys from terminated employees and contractors?
1 No
v Yes

OTHER

Please refer to the Authorized Equipment List for a detailed description of all available
options to purchase for this section. Those specific to this section include item: #37, #44,
#54, #67, #76, #77, #78 and #79. Any additional items must be justified within the
application.

1. Is backup power connected to the security system in the event of a power failure?
7 No
V1 Yes (Other - Generator)
2. Are background checks made on all new employees, volunteers and vendors?
1 No
' Yes (Other — Fingerprint processing)
3. Does the facility have temporary barricading equipment?
1 No
! Yes (Other — Barricade System)
4. If there are waste containers located around the building exterior, are they blast-resistant?
¥ No
7 Yes

After a review of this assessment, what recommendations were made to improve safety and

security at this facility? (Please describe the recommendations below)

Signature of the individual completing the assessment: M

15
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Description of Site: Meshel Hall is a multi-functional building is a central hub for various
essential services and academic activities. It houses the Financial Aid Office, Bursar's Office, IT
Services, and a state-of-the-art Data Center. Additionally, the building includes several classrooms
equipped with modern teaching technologies, making it a vibrant space for both administrative
functions and educational pursuits.
Key Features:
e Financial Aid Office: Provides students with guidance and support on scholarships,
grants, and loan applications.
e Bursar's Office: Manages student billing, tuition payments, and financial records.
o |IT Services: Offers technical support, computer labs, and resources for students and staff.
o Data Center: Ensures the security and efficiency of the institution's digital infrastructure,
supporting academic and administrative operations.
e Classrooms: Equipped with the latest audiovisual equipment and comfortable seating
arrangements to facilitate effective learning.

Vulnerabilities:

Physical Security
e Unauthorized Access: Ensuring that only authorized personnel can access sensitive
areas like the data center and financial offices is crucial. This requires robust access
control systems.
o Theft and Vandalism: High-value equipment in IT services and the data center can be
targets for theft or vandalism.
Cybersecurity
o Data Breaches: The data center and IT services handle sensitive information, making
them prime targets for cyberattacks. Implementing strong cybersecurity measures is
essential.
e Phishing and Social Engineering: Staff in financial aid and bursar offices may be
targeted by phishing attacks, potentially compromising sensitive financial data.
Environmental Risks
o Natural Disasters: The building must be resilient to natural disasters such as floods,
earthquakes, or storms, which could disrupt services and damage infrastructure.
o Fire Hazards: Proper fire detection and suppression systems are necessary to protect
both the physical and digital assets.
Operational Challenges
o System Downtime: Any disruption in IT services or the data center can affect the entire
building's operations, including financial transactions and classroom activities.
e Maintenance Issues: Regular maintenance is required to ensure all systems, from HVAC
to security, are functioning optimally. Neglect can lead to system failures and safety
hazards.
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